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Nakamoto’s Invention

▶ Economists have long widely agreed that the market system requires some form of
government and rule of law for support

▶ Uncontroversial among even the most free-market oriented thinkers
▶ Smith (1776): “Commerce and manufactures can seldom flourish long in any state”

without a legal system, property rights and contract enforcement.
▶ Hayek (1960): to maximize freedom, defined as absence of coercion, it is necessary

to have a government with the power to coerce
▶ Friedman (1962): government sets “rules of the game” and serves as “umpire”



Nakamoto’s Invention
▶ Satoshi Nakamoto (2008) invented a new kind of economic system that does not

need the support of government or laws

▶ Trust and security instead solely arise from a combination of cryptography and
economic incentives. Completely anonymous and decentralized.
▶ CS terminology for Nakamoto’s invention: “permissionless consensus”
▶ Large, anonymous, freely-entering and -exiting set of participants collectively

maintains a common data set, creating collective trust without any trusted parties
▶ “a new territory of freedom”; “outside the reach of any government”

▶ Nakamoto’s invention enabled cryptocurrencies, including his own, Bitcoin.
▶ A trusted database can keep track of currency balances

▶ More generally: easy to imagine other potential use cases for a trusted public
database, called a blockchain
▶ “computer in the sky”, Ethereum
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Nakamoto’s Invention
▶ Nakamoto’s invention has clearly captured the world’s attention
▶ Oct 2025 peak: over $4 trillion
▶ Even this figure seems to understate the amount of cultural, political and

commercial attention that has been paid to blockchains and cryptocurrencies

▶ Yet, economic usefulness remains an open question. To date:
▶ Largest use case (by far) is financial speculation
▶ Next most widely-documented use case is illegal activity (online scams, online

casinos, terrorist groups, drugs, etc)
▶ Sources: Makarov and Schoar, 2021; Yellen, 2021; Gensler, 2021; Buterin, 2022;

Faux, 2023

▶ Also, a rich irony: most of the financial speculation has been through
cryptocurrency exchanges like Coinbase or Binance or exchange-traded products
like Bitcoin ETFs ...
▶ That is ... trusted financial intermediaries. Backed by rule of law.
▶ Also: often not even that trustworthy (FTX, many others)
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Adam Smith vs. Satoshi Nakamoto

▶ Today’s talk will have two parts.

▶ Part I will cover my paper “Trust at Scale: The Economic Limits of
Cryptocurrencies and Blockchains” (Quarterly Journal of Economics, Feb 2025,
Pages 1-62).

▶ Main message: Nakamoto’s novel form of trust, while clearly ingenious, is
fundamentally economically limited
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Adam Smith vs. Satoshi Nakamoto

▶ Achilles’ heel of permissionless consensus: vulnerability to majority attack

▶ Many hear the phrase “cryptography” and assume that blockchain data are secure

▶ But really you should think of blockchain data as secured by a combination of:
1. cryptography, and
2. an anonymous majority vote by the decentralized participants

▶ This is true for all forms of permissionless consensus: proof of work, stake, etc.
▶ Vulnerability known to Computer Science since the 1980s ...
▶ and literally in the abstract of Nakamoto (2008)
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Adam Smith vs. Satoshi Nakamoto

▶ My approach: model this vulnerability to majority attack as an economic incentive
compatibility constraint

▶ This in turn allows for eqm reasoning:
▶ If permissionless consensus were to become more economically useful ...
▶ Then it would have to get implausibly expensive

▶ Costs quickly grow absurd: can be more than all of global GDP

▶ In contrast: traditional forms of trust have economies of scale.
▶ Ex: pay a fixed cost for a credible legal system, then have trust and safety at low

marginal cost, via credible deterrence.



Adam Smith vs. Satoshi Nakamoto

▶ My approach: model this vulnerability to majority attack as an economic incentive
compatibility constraint

▶ This in turn allows for eqm reasoning:

▶ If permissionless consensus were to become more economically useful ...
▶ Then it would have to get implausibly expensive

▶ Costs quickly grow absurd: can be more than all of global GDP

▶ In contrast: traditional forms of trust have economies of scale.
▶ Ex: pay a fixed cost for a credible legal system, then have trust and safety at low

marginal cost, via credible deterrence.



Adam Smith vs. Satoshi Nakamoto

▶ My approach: model this vulnerability to majority attack as an economic incentive
compatibility constraint

▶ This in turn allows for eqm reasoning:
▶ If permissionless consensus were to become more economically useful ...

▶ Then it would have to get implausibly expensive

▶ Costs quickly grow absurd: can be more than all of global GDP

▶ In contrast: traditional forms of trust have economies of scale.
▶ Ex: pay a fixed cost for a credible legal system, then have trust and safety at low

marginal cost, via credible deterrence.



Adam Smith vs. Satoshi Nakamoto

▶ My approach: model this vulnerability to majority attack as an economic incentive
compatibility constraint

▶ This in turn allows for eqm reasoning:
▶ If permissionless consensus were to become more economically useful ...
▶ Then it would have to get implausibly expensive

▶ Costs quickly grow absurd: can be more than all of global GDP

▶ In contrast: traditional forms of trust have economies of scale.
▶ Ex: pay a fixed cost for a credible legal system, then have trust and safety at low

marginal cost, via credible deterrence.



Adam Smith vs. Satoshi Nakamoto

▶ My approach: model this vulnerability to majority attack as an economic incentive
compatibility constraint

▶ This in turn allows for eqm reasoning:
▶ If permissionless consensus were to become more economically useful ...
▶ Then it would have to get implausibly expensive

▶ Costs quickly grow absurd: can be more than all of global GDP

▶ In contrast: traditional forms of trust have economies of scale.
▶ Ex: pay a fixed cost for a credible legal system, then have trust and safety at low

marginal cost, via credible deterrence.



Adam Smith vs. Satoshi Nakamoto

▶ My approach: model this vulnerability to majority attack as an economic incentive
compatibility constraint

▶ This in turn allows for eqm reasoning:
▶ If permissionless consensus were to become more economically useful ...
▶ Then it would have to get implausibly expensive

▶ Costs quickly grow absurd: can be more than all of global GDP

▶ In contrast: traditional forms of trust have economies of scale.
▶ Ex: pay a fixed cost for a credible legal system, then have trust and safety at low

marginal cost, via credible deterrence.



Part II: Open Questions and Directions for Research

Part II of this talk: Open questions and directions for research

▶ Taking as our premise that permissionless consensus in its pure form is
fundamentally economically limited, per Budish (2025) ...

▶ There are many, many interesting questions for research

▶ I will sketch 5 topic areas

▶ Covering both recent developments and future opportunities



Part II: Open Questions and Directions for Research

Topic 1: Potential solutions to the Budish problem.

▶ “Trust frontier”: ways to mix Nakamoto-style trust with traditional forms of trust.

▶ Ethereum proof-of-stake plus slashing

▶ Leshno et al’s “Stubborn Nakamoto” protocol

▶ Facebook’s Libra/Diem approach

▶ Layer 1 / Layer 2 paradigm



Part II: Open Questions and Directions for Research

Topic 2: Blockchain and traditional finance.

▶ For traditional finance, imagine a permissioned blockchain explicitly backed by
rule-of-law

▶ CS not impressed. “Just a database.”
▶ (Databases have been around for a while ...)

▶ Q: is there anything economically interesting that emerges from this particular
form of database?

▶ Sub-topic: stablecoins.
▶ Lots of confusion in public discussion between permissionless and permissioned

versions of the stablecoin idea



Part II: Open Questions and Directions for Research

Topic 3: Crypto as a social and financial phenomenon.

▶ Key point: it’s a bubble either way!

▶ Thus an amazing laboratory to study bubble formation

▶ I will pay particular note to Shiller’s idea of bubbles as a “naturally occurring
Ponzi process”



Part II: Open Questions and Directions for Research

Topic 4: Crypto data for finance research.

▶ Opportunity: use crypto data to study questions of interest to traditional
academic finance.

▶ Ex 1: much of the financial markets regulation that came out of the 1929 crash is
not present in crypto markets.
▶ Crypto pump-and-dumps echo 1920s “investor pools” (see Sorkin’s book 1929)

▶ Ex 2: amazing lab for market microstructure research (HFT issues on steroids)



Part II: Open Questions and Directions for Research

Topic 5: Crypto and political economy.

▶ The core policy conundrum:
▶ Appeal of crypto is anonymity / “outside the reach of any government”
▶ But governments / law provides a lot of explicit and implicit protection for crypto

assets

▶ The core policy confusion:
▶ Recent crypto legislation confused about permissionless vs. permissioned
▶ And ignores attack risks

▶ Crypto and corruption.



Trust at Scale: The Economic Limits of
Cryptocurrencies and Blockchains

Eric Budish
University of Chicago, Booth School of Business

Quarterly Journal of Economics, Feb 2025



The Paper’s Argument
▶ Core of the argument is three equations.

▶ Equation (1): zero-profits condition, honest play.
▶ The amount of “trust support” devoted to maintaining permissionless consensus

reflects the compensation paid by the protocol (work, stake, etc.).

▶ Equation (2): incentive compatibility condition, majority attack.
▶ How much security does a given level of trust support produce?
▶ IC: costs of attack must exceed the benefits.

▶ Together, (1)+(2) imply:
▶ (3): recurring, “flow” cost of honest trust support must be large relative to the value

of attacking the system
▶ Very expensive!
▶ Especially as stakes grow! Scales linearly.

▶ Intuition: Nakamoto trust relies on anonymous majority voting.
▶ Doesn’t have the scale economies that come from law + credible deterrence.
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Overview of the Talk

Part I: Trust at Scale

▶ Overview of Nakamoto (2008) and Related Concepts
▶ Nakamoto Trust: A Critique in 3 Equations
▶ Analysis of Double-Spending Attacks
▶ A Way Out: Specific Capital + Collapse
▶ Comparison of Nakamoto Trust and Traditional Trust
▶ Summary of “Trust at Scale”

Part II: Directions for Research

Conclusion



What is Nakamoto Blockchain?
▶ Transaction: sender, receiver, amount, signature

▶ Signature:
▶ Proves sender’s identity
▶ Encodes transaction details (amount, recipient)
▶ Standard cryptography techniques

▶ Imagine transactions on a google spreadsheet
▶ Signature: only Alice can add transactions in which Alice sends money
▶ But:

▶ Alice can send money she doesn’t have
▶ Alice can send money she does have but to multiple parties at the same time
▶ Alice can delete previous transactions (her own or others’).

▶ Imagine transactions through a trusted party that keeps track of balances
▶ That works just fine re: security issues listed above
▶ But: requires a trusted party.
▶ (N.B.: central bank digital currency)



What is Nakamoto Blockchain?
▶ Transaction: sender, receiver, amount, signature

▶ Signature:
▶ Proves sender’s identity
▶ Encodes transaction details (amount, recipient)
▶ Standard cryptography techniques

▶ Imagine transactions on a google spreadsheet
▶ Signature: only Alice can add transactions in which Alice sends money
▶ But:

▶ Alice can send money she doesn’t have
▶ Alice can send money she does have but to multiple parties at the same time
▶ Alice can delete previous transactions (her own or others’).

▶ Imagine transactions through a trusted party that keeps track of balances
▶ That works just fine re: security issues listed above
▶ But: requires a trusted party.
▶ (N.B.: central bank digital currency)



What is Nakamoto Blockchain?
▶ Transaction: sender, receiver, amount, signature

▶ Signature:
▶ Proves sender’s identity
▶ Encodes transaction details (amount, recipient)
▶ Standard cryptography techniques

▶ Imagine transactions on a google spreadsheet
▶ Signature: only Alice can add transactions in which Alice sends money
▶ But:

▶ Alice can send money she doesn’t have
▶ Alice can send money she does have but to multiple parties at the same time
▶ Alice can delete previous transactions (her own or others’).

▶ Imagine transactions through a trusted party that keeps track of balances
▶ That works just fine re: security issues listed above
▶ But: requires a trusted party.
▶ (N.B.: central bank digital currency)



What is Nakamoto Blockchain?

Nakamoto (2008) Blockchain Innovation

▶ I: Blockchain Data Structure

▶ Users submit transactions to a pending transactions list, called mempool

▶ Computers around the world take turns adding transactions from the mempool to a
data structure called the blockchain (will describe turn-taking competition next)

▶ Each new block of transactions “chains” to previous block, by including a hash of
the data in the previous block (Haber and Stornetta, 1991)

▶ Validity: for a block to be valid:
1. Each individual transaction must be properly signed
2. Each individual transaction must be funded given previous blocks
3. No contradictions: there cannot be multiple transactions sending the same funds
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Conditions for a Valid Block:
1. Each individual transaction correctly signed,
2. Each individual transaction funded given history,
3. No contradictions in the set of transactions.

Any change to history changes
the hash of the previous block.
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What is Nakamoto Blockchain?
▶ II: Bitcoin “Mining” Computational Tournament

▶ Who gets to add the next block?
▶ Boils down to a massive brute-force search for a lucky random alphanumeric string.
▶ Free entry, free exit, all anonymous. Anyone can play at any time.

▶ “Miner” chooses a valid block of transactions from the mempool
▶ Then searches for an alphanumeric string (“nonce”), such that, when all of the data

is hashed together using SHA-256, the result has a large number of leading zeros.
Example: block 729,999 has the hash

00000000000000000008b6f6fb83f8d74512ef1e0af29e642dd20daddd7d318f

▶ Called “proof of work” – hard to find, easy to check.

▶ Winner is compensated with newly issued Bitcoins (“mining”) and optional
transaction fees (see Huberman, Leshno and Moallemi 2021)

▶ Tournament difficulty adjusts every two weeks, calibrated to take about 10 minutes
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Conditions for a Valid Block:
1. Each individual transaction correctly signed,
2. Each individual transaction funded given history,
3. No contradictions in the set of transactions.

Hash of block data must have a very large
number of leading zeros.
Example from Block 729, 999:
- Hash: 00000000000000000008b6f 6fb83f 8d745...
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What is Nakamoto Blockchain?
▶ III: Longest-Chain Consensus

▶ Once a miner finds a lucky alphanumeric string, all participants are supposed to
move on to the next block

▶ To induce this, Nakamoto proposed the longest-chain convention: the official
consensus record of transactions is the longest chain, as measured by the amount of
computational work

▶ Intuition #1: as long as a majority of mining power is “honest” and follows the
longest chain, then the longest chain will stay longest with probability one

▶ Computing power like “votes” -> enables decentralized adjudication of which is the
official chain if there are multiple

▶ Intuition #2: need some decentralized way to coordinate miner’s efforts
▶ Honest mining is a Nash equilibrium of Nakamoto longest-chain if all miners are

“small” (Kroll et al. (2013), Carlsten et al. (2016), Biais et al. (2019))

▶ But note: vulnerable to attack by a 51% majority. Can outpace honest miners with
probability one.



What is Nakamoto Blockchain?
▶ III: Longest-Chain Consensus

▶ Once a miner finds a lucky alphanumeric string, all participants are supposed to
move on to the next block

▶ To induce this, Nakamoto proposed the longest-chain convention: the official
consensus record of transactions is the longest chain, as measured by the amount of
computational work

▶ Intuition #1: as long as a majority of mining power is “honest” and follows the
longest chain, then the longest chain will stay longest with probability one

▶ Computing power like “votes” -> enables decentralized adjudication of which is the
official chain if there are multiple

▶ Intuition #2: need some decentralized way to coordinate miner’s efforts
▶ Honest mining is a Nash equilibrium of Nakamoto longest-chain if all miners are

“small” (Kroll et al. (2013), Carlsten et al. (2016), Biais et al. (2019))

▶ But note: vulnerable to attack by a 51% majority. Can outpace honest miners with
probability one.



What is Nakamoto Blockchain?
▶ III: Longest-Chain Consensus

▶ Once a miner finds a lucky alphanumeric string, all participants are supposed to
move on to the next block

▶ To induce this, Nakamoto proposed the longest-chain convention: the official
consensus record of transactions is the longest chain, as measured by the amount of
computational work

▶ Intuition #1: as long as a majority of mining power is “honest” and follows the
longest chain, then the longest chain will stay longest with probability one

▶ Computing power like “votes” -> enables decentralized adjudication of which is the
official chain if there are multiple

▶ Intuition #2: need some decentralized way to coordinate miner’s efforts
▶ Honest mining is a Nash equilibrium of Nakamoto longest-chain if all miners are

“small” (Kroll et al. (2013), Carlsten et al. (2016), Biais et al. (2019))

▶ But note: vulnerable to attack by a 51% majority. Can outpace honest miners with
probability one.



What is Nakamoto Blockchain: Summary
▶ From the Nakamoto (2008) abstract:

“We propose a solution to the double-spending problem using a peer-to-peer
network. The network timestamps transactions by hashing them into an on-
going chain of hash-based proof-of-work, forming a record that cannot be
changed without redoing the proof-of-work. The longest chain serves not only
as proof of the sequence of events witnessed, but proof that it came from the
largest pool of CPU power. As long as a majority of CPU power is controlled
by nodes that are not cooperating to attack the network, they’ll generate the
longest chain and outpace attackers.” (Emphasis added)

▶ The abstract succinctly summarizes the accomplishment and its vulnerability:
▶ Anonymous, decentralized trust. (A “purely peer-to-peer version of electronic cash”

without “a trusted third party ... to prevent double-spending”)
▶ But, vulnerable to majority attack.
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Clarification I: “Permissioned Blockchains”
▶ After interest in cryptocurrencies first surged, some started to use the phrase

“blockchain” to describe distributed databases among known, trusted parties
supported by rule of law – that is, without the central scientific innovation of
Nakamoto (2008)

“If you announce that you are updating the database software used by a consor-
tium of banks to track derivatives trades, the New York Times will not write an
article about it. If you say that you are blockchaining the blockchain software
used by a blockchain of blockchains to blockchain blockchain blockchains, the
New York Times will blockchain a blockchain about it.” (Matt Levine, 2017)

▶ This paper’s critique is of blockchains and permissionless consensus in the sense of
Nakamoto (2008)

▶ Will come back later to whether there is anything economically interesting about
permissioned blockchains.
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Clarification II: “Smart Contracts”

▶ Notice that Nakamoto’s novel form of trust isn’t specific to currency transactions

▶ Can replace “Alice sends Bob 10 BTC, signed by Alice” with any executable
computer instruction signed by Alice.

▶ This idea is often called “smart contracts”. Analysis framework of this paper
applies analogously
▶ Though attack possibilities will differ (e.g., no such thing as double spending per se

if the code is not executing currency transactions).
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Clarification III: Proof of Stake

▶ “Proof of Stake” as opposed to Proof of Work
▶ Roughly: instead of voting for the correct chain with computational work, vote

with stake in the cryptocurrency
▶ Ethereum recently switched from proof-of-work to proof-of-stake
▶ Several other blockchains use proof-of-stake

▶ This paper’s main three-equation critique applies to all forms of permissionless
consensus (work, stake, etc.)

▶ There is a subtle security advantage to stake over work that I will come back to
later in the talk
▶ (Recent work of Tas et al, 2023; Budish, Lewis-Pye, and Roughgarden 2024).
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Overview of the Talk

Part I: Trust at Scale

▶ Overview of Nakamoto (2008) and Related Concepts
▶ Nakamoto Trust: A Critique in 3 Equations
▶ Analysis of Double-Spending Attacks
▶ A Way Out: Specific Capital + Collapse
▶ Comparison of Nakamoto Trust and Traditional Trust
▶ Summary of “Trust at Scale”

Part II: Directions for Research

Conclusion



Zero-Profit Condition (Honest Play)
▶ Conceptual question: how much “trust support” will maintain the permissionless

consensus if we restrict all to behave honestly?

▶ N: amount of trust support (computing power, stake)
▶ Large finite number of honest participants
▶ Follow the permissionless consensus protocol automatically
▶ Player i chooses qty of trust support xi . Define N =

∑
i xi .

▶ Eqm concept will be zero-profit. Captures permissionless, free entry/exit.

▶ c: cost per unit time to provide one unit of trust support
▶ For proof-of-work, this would include rental cost of capital and variable costs of

electricity (c = rC + η)
▶ For proof-of-stake, this would be a rental cost of capital

▶ pblock : compensation per block paid to the player that adds the next block
▶ Assume exogenous. Will derive constraints below.
▶ Proportional rule: player i wins a given block with prob. xi

N
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Zero-Profit Condition (Honest Play)

▶ D: block difficulty level. Defined as how many units of trust-support-time are
needed in expectation to add one new block

▶ Definition. A zero-profit honest Nakamoto trust equilibrium consists of quantities
{x∗

i }I
i=1 and a difficulty level D∗ such that participants (i) add one block per unit

time (as a normalization), and (ii) earn zero economic profits in expectation.

▶ Proposition: Let N∗ =
∑I

i=1 x∗
i . In any zero-profit honest Nakamoto trust

equilibrium, D∗ = N∗ and
N∗c = pblock (1)

▶ Note: (1) widely known (many prior papers). Standard rent-seeking tournament
▶ Note: if use Nash eqm, still restrict to honest play, very similar
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Incentive Compatibility Condition (Majority Attack)

▶ Conceptual question: how much security is generated by the amount of honest
trust support in (1)?

▶ Vulnerability: “majority attack”
▶ Well-known Achilles’ heel of permissionless consensus.
▶ Intuition: need majority or super-majority to adjudicate the state if there is a dispute

▶ In Nakamoto (2008) abstract (as quoted above)
▶ Not surprising. Same issues in 1980’s CS literature on what is now called

permissioned consensus (Lamport et al 1982, Dwork et al 1988)

▶ But: with permissionless consensus, one has to ask what is an attacker’s incentive
to become a majority
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Incentive Compatibility Condition (Majority Attack)
▶ Attack costs

▶ Consider an additional player, the attacker, not restricted to honest play.
▶ Can attack by choosing AN∗ units of trust support, A > 1, for an A

A+1 majority
▶ Cost per unit time: AN∗c
▶ Expected duration of attack: t(A). Timing details of attacks will vary by protocol.
▶ Call AN∗c · t(A) the gross cost of attack.
▶ Attacker can minimize A · t(A): call this A∗ · t(A∗)

▶ Attack benefits
▶ Let Vattack denote the value of an attack
▶ For now, abstract. Will derive a constraint in relation to pblock
▶ Should have in mind that the value of attack will grow as the blockchain’s economic

usefulness grows.

▶ Definition. Nakamoto trust is incentive compatible against an outsider attack, on
a gross-cost basis, if the gross cost of attack exceeds the benefits of attack:

A∗N∗c · t(A∗) > Vattack (2)
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Incentive Compatibility Condition (Majority Attack)

A∗N∗c · t(A∗) > Vattack (2)
▶ Remarks

▶ Inside vs. Outside Attacker
▶ (2) is the IC for an outside attacker.
▶ An attack could also come from the inside — part of the current honest trust

support. Cheaper: as little as N∗c
2 per unit time

▶ Outside attacker seems more attractive as a conceptual approach. Treats the honest
players as “small” which is the Nakamoto ideal. Honest as an atomless continuum
that behaves automatically, fluctuates in size with p.

▶ Inside attacker might be more realistic in practice. Cheaper, already have the
equipment / stake (Makarov and Schoar; Cong, He and Li)

▶ Gross vs. Net Cost
▶ (2) is a gross cost. Attacker would earn block rewards for the blocks in their new

chain, so Net < Gross. Will come back to this.
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Equilibrium Constraint

The Problem

N∗c = pblock (1)

A∗N∗c · t(A∗) > Vattack (2)

▶ Theorem. The zero-profit condition (1) and gross incentive-compatibility
condition (2) together imply the equilibrium constraint:

pblock >
Vattack

A∗ · t(A∗) (3)

In words: the equilibrium per-block payment to trust-support providers for
maintaining the blockchain (“flow cost of trust”) has to be large relative to the
benefits of attacking the blockchain
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Equilibrium Constraint

pblock >
Vattack

A∗ · t(A∗) (3)

▶ Remarks:

▶ Economics: very expensive form of trust.
▶ Imagine if users of the Visa network had to pay fees to Visa, every ten minutes, that

were large relative to the value of a successful one-off attack on the Visa network.
▶ Imagine a brand only as trustworthy as its flow investment in advertising.
▶ Imagine a country only as secure as its flow expenditure on soldiers at the border.

▶ Computer Security: security is linear in amount of cpu power.
▶ Example: a $1B attack is 1000x more expensive to prevent than a $1M attack.
▶ Usual alternatives: cryptography, laws. Convex returns (analogy: lock on a door)
▶ Imagine a company only as secure as the $ value of its cpu power.
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Net Cost of Attack and a “Zero” Theorem

▶ What I will call net cost of attack differs from gross costs for three reasons

▶ Reason 1: Attacker earns block rewards from the attack

▶ Reason 2: Attacker may face frictions relative to honest trust support

▶ Reason 3: Attack may harm post-attack value of the cryptocurrency
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Net Cost of Attack and a “Zero” Theorem
▶ Theorem: if the attack concludes before difficulty adjusts (D′ = N∗), the

attacker’s cost is the same as honest participants (κ = 0), and the attack does
not cause the value of the cryptocurrency to fall (∆attack = 0), then the net cost
of attack is zero.

▶ Proof:
▶ Computational cost of attack: (1 + κ)At · N∗c
▶ Net value of block rewards: At · N∗

D′ pblock(1 − ∆attack)
▶ If κ = ∆attack = 0, D′ = N∗, and using equation (1), then computational costs less

net value of block rewards is

At · N∗c − At · N∗c = 0

▶ Intuition: attacker is fully compensated for their trust-support costs for same
reason as honest players are fully compensated for their costs under honest play.

▶ Gans and Halaburda (2024): generalize the result, give conditions under which the
net cost of attack is in fact negative
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A One-Shot Game Version of (1)-(3)

▶ Some of the complexity in analysis relates to timing issues and/or conventions
specific to Bitcoin

▶ Consider instead the following simplified one-shot game

▶ I “nodes”. (Work, stake, etc.)
▶ Each node i chooses:

▶ Quantity xi
▶ Posture ai ∈ {Honest, Attack}

▶ Cost is c per unit. Define N =
∑

i xi .

▶ Payoffs:
▶ If there is a player i with xi > N

2 and ai = Attack: player i gets Vattack
▶ Else: each player i gets xi

N p
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∑

i xi .

▶ Payoffs:
▶ If there is a player i with xi > N

2 and ai = Attack: player i gets Vattack

▶ Else: each player i gets xi
N p
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A One-Shot Game Version of (1)-(3)

▶ Question: under what conditions is there a Nash equilibrium (x∗
i , a∗

i )I
i=1 in which all

players i choose a∗
i = Honest?

▶ Lemma. If there is an honest equilibrium, then N∗c ≤ p. (Analog of (1))

▶ Proposition. A necessary condition for the existence of an honest equilibrium is
p ≥ Vattack

1+ 1
I

. As I → ∞ this becomes p ≥ Vattack (Analog of (3))

▶ Proof of Theorem.
▶ Honest play payoff for i : x∗

i
N∗ p − x∗

i c
▶ Attack payoff for i : Vattack − N∗

j ̸=ic
▶ Need: Vattack − N∗

j ̸=ic ≤ x∗
i

N∗ p − x∗
i c. (analog of (2))

▶ Rearrange and use Lemma: Vattack ≤ p + x∗
i

N∗ p
▶ Using smallest x∗

i : Vattack ≤ p(1 + 1
I ). QED.
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Overview of the Talk

Part I: Trust at Scale

▶ Overview of Nakamoto (2008) and Related Concepts
▶ Nakamoto Trust: A Critique in 3 Equations
▶ Analysis of Double-Spending Attacks
▶ A Way Out: Specific Capital + Collapse
▶ Comparison of Nakamoto Trust and Traditional Trust
▶ Summary of “Trust at Scale”

Part II: Directions for Research

Conclusion



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority
▶ Create an alternative longest chain, replace the honest chain at a strategically

opportune moment

▶ This allows the attacker to:
▶ Control what transactions get added to the blockchain
▶ Remove recent transactions from the blockchain

▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority

▶ Create an alternative longest chain, replace the honest chain at a strategically
opportune moment

▶ This allows the attacker to:
▶ Control what transactions get added to the blockchain
▶ Remove recent transactions from the blockchain

▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority
▶ Create an alternative longest chain, replace the honest chain at a strategically

opportune moment

▶ This allows the attacker to:
▶ Control what transactions get added to the blockchain
▶ Remove recent transactions from the blockchain

▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority
▶ Create an alternative longest chain, replace the honest chain at a strategically

opportune moment

▶ This allows the attacker to:

▶ Control what transactions get added to the blockchain
▶ Remove recent transactions from the blockchain

▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority
▶ Create an alternative longest chain, replace the honest chain at a strategically

opportune moment

▶ This allows the attacker to:
▶ Control what transactions get added to the blockchain

▶ Remove recent transactions from the blockchain
▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority
▶ Create an alternative longest chain, replace the honest chain at a strategically

opportune moment

▶ This allows the attacker to:
▶ Control what transactions get added to the blockchain
▶ Remove recent transactions from the blockchain

▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority
▶ Create an alternative longest chain, replace the honest chain at a strategically

opportune moment

▶ This allows the attacker to:
▶ Control what transactions get added to the blockchain
▶ Remove recent transactions from the blockchain

▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority
▶ Create an alternative longest chain, replace the honest chain at a strategically

opportune moment

▶ This allows the attacker to:
▶ Control what transactions get added to the blockchain
▶ Remove recent transactions from the blockchain

▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



What Can An Attacker Do?
▶ A majority attacker can

▶ Solve computational puzzles faster, in expectation, than the honest minority
▶ Create an alternative longest chain, replace the honest chain at a strategically

opportune moment

▶ This allows the attacker to:
▶ Control what transactions get added to the blockchain
▶ Remove recent transactions from the blockchain

▶ Canonical attack: “double spend”

▶ The attacker also earns the block rewards, for each period of their alternative chain

▶ A majority attacker cannot
▶ Create new transactions that spend other participants’ Bitcoins (“steal all the

Bitcoins”)
▶ This would require not just >50% majority, but breaking modern cryptography



Illustration of Double Spending



Illustration of Double Spending



Illustration of Double Spending



Illustration of Double Spending



Illustration of Double Spending



Illustration of Double Spending



Illustration of Double Spending



Illustration of Double Spending



Double Spending: Analysis Framework
▶ Canonical attack is called “double spending.” Equation (3) tells us that this

possibility places an economic limit on Nakamoto trust:

pblock >
Vattack

A∗ · t(A∗)

▶ Duration of attack: A∗ · t(A∗)
▶ Can compute explicitly for Nakamoto (2008) protocol.
▶ Function of escrow period e and # of blocks the attacker double spends for k.

▶ Benefits of attack: Vattack
▶ A majority attacker will not double-spend for a cappuccino at Starbucks
▶ They will use their majority to conduct transactions that are as large as possible

given current uses of cryptocurrencies
▶ Vattack , therefore, can be understood as a statistic on the economic usefulness of

Nakamoto trust. (“Max economic throughput”)
▶ Thought experiment: what is the equilibrium cost of security for a given dollar value

of Vattack?
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Securing Against an Attack of Size Vattack : Base Case

Table 2. Cost to Secure Against Attack: Base Case Analysis

Per-Block Per-Day Per-Year Per-Transaction

Security Costs as
% of Value Secured 5.00% 720% 262,801% 0.0025%

To Secure:
$1 thousand $50.0 dollars $7.2 thousand $2.6 million 2.5 cents
$1 million $50.0 thousand $7.2 million $2.6 billion $25.0 dollars
$1 billion $50.0 million $7.2 billion $2.6 trillion $25.0 thousand

$10 billion $500.0 million $72.0 billion $26.3 trillion $250.0 thousand
$100 billion $5.0 billion $720.0 billion $262.8 trillion $2.5 million

Per-block costs follow directly from (3), rewritten as pblock
Vattack

≥ 1
At

Major difficulty: how costs scale with size of attack and over time. $40bn attack
requires all of global GDP
% tax sounds more reasonable per transaction, but even tiny tx’s have to pay
security costs dictated by large attacks
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Securing Against an Attack of Size Vattack : Sensitivity Analysis

Table 3. Annual Cost to Secure Against Attack: Sensitivity Analysis

# Blocks of Double Spending + Escrow Period (k + e)
1 6 12 36 144 1,008

Per-Block Security
Costs as % of Vattack

26.74% 8.55% 5.00% 1.99% 0.57% 0.09%

Annual Security Costs
if Vattack Equals:

$1 thousand $14.1 M $4.5 M $2.6 M $1.0 M $301.3 K $47.8 K
$1 million $14.1 B $4.5 B $2.6 B $1.0 B $301.3 M $47.8 M
$1 billion $14.1 T $4.5 T $2.6 T $1.0 T $301.3 B $47.8 B

$10 billion $140.5 T $44.9 T $26.3 T $10.5 T $3.0 T $478.2 B
$100 billion $1.4 Q $449.1 T $262.8 T $104.7 T $30.1 T $4.8 T

Long escrow periods (e.g. k + e = 1 day or 1 week) improve the picture by 1-2
orders of magnitude, but costs still very high
Even the 1-week case requires 5% of Global GDP to secure against $100bn attack.
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Double Spending Attack: Takeaways
pblock >

Vattack
At

▶ Consistent with modest early use cases of Bitcoin—if double-spending worth $1k,
then cost per tx just $0.025

▶ Consistent with larger-scale black-market uses of Bitcoin—users willing to pay
high tx costs. (Ex: $1000 per tx secures up to $40M in base case)

▶ Casts doubt on Bitcoin / Nakamoto trust as major component of mainstream
global financial system (too expensive!)

▶ Surprises to the CS community:
1. for the system to be secure for large transactions requires tx costs that are ridiculous

for small transactions
2. that a long-enough escrow period isn’t enough

▶ Source of both surprises: missed eqm reasoning that one needs to worry about
larger and larger attacks if Bitcoin / Nakamoto trust gets more economically
useful. Security is not 0-1, but more like a (very high) % tax.
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Specific Capital + Collapse

▶ Nakamoto (2008) envisioned ordinary computers (“one-CPU-one-vote”)

▶ Since 2013, Bitcoin dominated by specialized equipment
▶ ASICs = Application Specific Integrated Circuits
▶ Not just a bit more efficient ... factor of 10,000x or more

▶ Proof-of-stake: capital is specialized by construction.

▶ If (i) capital is specialized, and (ii) attack causes collapse of its value, then the
attacker cost model needs to be modified
▶ In addition to charging attacker a flow cost that is O(N∗c), where c = rC + η
▶ Also need to charge attacker the value of the now-worthless specialized capital:

O(N∗C)

▶ This will be my candidate answer to the “Chicago lunch table question”
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Antminer

▶ Cost per machine
▶ S19j XP: $4,983

▶ # and $ required to match the
Bitcoin hash rate
▶ 2.3 Million machines
▶ $11.5bn

Note: The numbers are based on data from August 2023 from shop.bitmain.com.



Amazon Web Services

▶ AWS Total computational
equipment in 2021: $65 bn

▶ Assume ASIC machines are 10000
times more cost effective than
AWS machines (conservative)

▶ Devoting all of AWS to Bitcoin
mining would yield about .05%
of total network hash rate

Note: Data on Amazon AWS total PP&E are obtained from Amazon’s 10-K filing. The cost/efficiency ratio is a conservative estimate
based on the data of the hash rate of non-specific mining hardware obtained from the Bitcoin Wiki.



Analysis if Attacker Loses their Capital Value
▶ Let c = rC + η, where C = fixed cost of capital, r = interest rate per unit time, η

= variable costs.
▶ Honest equilibrium (1) can be written as:

N∗(rC + η) = pblock . (1)

▶ Outside attacker needs N∗C of capital. Assume attacker loses all of their capital
value. IC constraint is approximated by

N∗C > Vattack (2’)

▶ We can compute N∗C as a function of pblock . Let µ = rC
rC+η denote the capital

share of mining. Then:
N∗C = µpblock

r .
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Analysis if Attacker Loses their Capital Value
▶ Hence we can derive a modified version of (3):

pblock >
r
µ

Vattack (3’)

▶ MUCH more secure than before, because r is an interest rate per unit time.

▶ Here is an example calculation for Bitcoin:
▶ Assume the capital share of mining is µ = 0.4 (De Vries, 2018, 2022)
▶ Assume annual discount rate for ASICs is 50% (depreciation and risk), which implies

that the per-unit-time disount rate is r ≈ 0.0008%. So r
µ = 0.002%.

▶ Compare to 1
A∗·t(A∗) factor on the right-hand-side of (3) from before. Base case

value was 1
A∗·t(A∗) = 5.00%

▶ So 2500-fold improvement in the cost of security.

▶ (N.B. these same values for µ and r and pblock = $250k imply capital stock of
$12.5B, which about matches retail prices.)
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Issue: How Exactly does Attacker Lose their Capital?
Several possibilities, each with problems:

1. Collapse of the cryptocurrency.

▶ Ex: a large majority attack on Bitcoin causes the value of Bitcoin to collapse ...
▶ ... which in turn causes the value of Bitcoin ASICs to collapse (by even more,

factor is 1/µ)

▶ This makes attack expensive, is Bitcoin Wiki’s argument why Bitcoin is safe

▶ But hardly reassuring!
▶ Hurts honest participants
▶ A single attack could cause a collapse of the system

▶ Also raises the possibility of sabotage
▶ Value of sabotage likely grows with economic usefulness / financial market

integration.
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Issue: How Exactly does Attacker Lose their Capital?
Several possibilities, each with problems:

2. Internal-to-protocol punishment without collapse

▶ Idea: surgically confiscate the attacker’s capital, while leaving honest participants
unharmed.

▶ This is what Ethereum proof-of-stake with “slashing” is trying to accomplish

▶ But, bumps up against impossibility theorems (Tas et al, 2023; Budish, Lewis-Pye
and Roughgarden, 2024)

▶ Intuition: a large-enough attacker can prevent the protocol from punishing them,
controls the legal system (ρ = 2

3 the cutoff)
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Issue: How Exactly does Attacker Lose their Capital?
Several possibilities, each with problems:

3. External-to-protocol punishment from rule of law

▶ Certainly works ...
▶ and is probably operative, especially if the attacker targets large financial

institutions.
▶ ...
▶ But the whole question of this paper is whether Nakamoto trust is economically

viable without government and rule of law.

My best guess is Bitcoin’s security to date is a combination of #1 collapse risk and #3
implicit legal protection.
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Beckerian Deterrence as an Economy of Scale

▶ For concreteness, consider a financial transaction between two parties of size V ,
where one of the parties can cheat and steal the other’s assets.

▶ Party 1: choose from {Engage, Don′t Engage}
▶ Party 2: choose from {Honest, Cheat}

▶ Payoffs

▶ Party 1 plays Engage, Party 2 plays Honest: both parties get a payoff of b > 0
▶ Party 1 plays Engage, Party 2 plays Cheat: Party 2 gets +V and Party 1 gets −V
▶ Party 1 plays Don′t Engage: both parties get 0.

▶ Eqm. One-shot game, as described: clearly only equilibrium is Don′t Engage.
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Beckerian Deterrence as an Economy of Scale
▶ Now add a legal system with the power to enforce contracts:

▶ If Party 2 cheats, Party 1 can pay a cost cl to bring the matter to court.
▶ The court can perfectly observe Party 2’s play, and can compel Party 2 to return

Party 1’s assets and pay a fine of f > 0
▶ Payoffs in this scenario:
▶ Party 1’s payoff is −cl and Party 2’s payoff is −f .

▶ Eqm. Clearly, legal system makes it an equilibrium to transact honestly. The
credible threat of enforcement deters Player 2 from cheating.

▶ Observe: on path, the court need not even involve itself with the transaction.
▶ This is the economy of scale for traditional trust: A society that pays a fixed cost

of operating a court system can facilitate honest transactions that have zero
marginal cost of security because of the deterrence effect.
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Complementary Sources of Trust: Reputations, Relationships, Collateral

▶ Similar scale economies of trust arise in the private sector from fixed-cost
investments in brands, reputations, relationships (Nelson, 1974; Fudenberg, Levine
and Maskin, 1994; Tadelis, 1999; Baker, Gibbons and Murphy, 2002; Levin, 2003).

▶ Remark 1: These often work in conjunction with rule of law.
▶ E.g., can’t directly copy a brand’s look-and-feel; lower-bound payoffs in Levin 2003.

▶ Remark 2: Collateral a particularly important example for finance.
▶ Cost of general-purpose collateral as a source of trust support is zero under the

assumptions of the Modigliani-Miller theorem.
▶ And note collateral works in conjunction with rule-of-law.
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Cost to Break Trust Variable Cost of Honest Play

Fixed Cost Investments that
Support Honest Play

Nakamoto Trust
in its original form
(Natamoto, 2008)

Flow. Attacker pays cost of honest
trust support pblock = N∗c for a
short period of time.

pblock per period. –

Repeated Interaction
(Schelling, 1956;
Aumann, 1959)

Stock. Attacker loses the net
present value of the trust
relationship Vtrust = 1

1−δ τ .

0, given pre-existing trust
relationship.

Investment in trust
relationship, brand,
reputation.

Credible Deterrence
(Hayek, 1960;
Becker, 1968)

Arbitrarily high up to value of life
and assets. Attacker can be
punished by the state.

“Security guards” in Figure 1.
Variable costs of monitoring and
enforcement associated with
specific locations or transactions.

Investment in government
and legal system.

Collateral Stock + Punishment. Attacker
loses the value of their collateral
plus any additional punishment.

0, under conditions of Modigliani-
Miller theorem. Requires legal
enforcement mechanism which
entails fixed costs.

Collateral value.

Nakamoto with
Collapse

Stock. Attacker loses specialized
capital worth N∗C .

pblock per period. ASICs or other specialized
computational equipment.

Proof-of-Stake in its
original form

Flow. Attacker pays opportunity
cost of capital pblock = N∗c for a
short period of time.

pblock per period. Cryptocurrency stake.

Proof-of-Stake with
Slashing (Idealized)

Stock. Attacker loses specialized
capital worth N∗C .

pblock per period. Cryptocurrency stake.
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Sense of Magnitudes: Traditional Trust vs. Nakamoto Trust
▶ Sense of magnitudes for finance

▶ Total annual spending in the US on police, prisons and courts is about $300bn.
▶ Real value added in the U.S. financial industry is about $800bn. (see Philippon,

2015)
▶ So $1 trillion is a conservative upper bound for the cost of trust in the U.S. financial

sector (former includes much non-finance, latter includes much non-trust).
▶ Transaction volume in U.S. finance easily exceeds $1 quadrillion per year (Budish

and Sunderam, in progress)
▶ So we can conservatively upper bound F

Vhonest
+ c for the financial sector by 0.1%

▶ Many fees in traditional finance, especially for large transactions, are 0.01% or less
of transaction volume.

▶ Not meant to be an apology for traditional finance (see Greenwood and
Scharfstein, 2013; Philippon, 2015; Zingales, 2015).

▶ But the comparison with Nakamoto trust is night-and-day.
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Summary of “Trust at Scale”
▶ Anonymous, decentralized trust enabled by Nakamoto (2008) blockchain:

ingenious but expensive

▶ Permissionless consensus has to date been of limited usefulness in its pure form
▶ My work suggests this is intrinsic to the technology

▶ Emphasize: model consistent with continued use for illegal activity
▶ Black market = willing to pay high implicit fees

▶ Also emphasize: analysis is consistent with the usefulness of the blockchain data
structure without Nakamoto’s novel form of trust
▶ Example: Central Bank Digital Currencies (CBDCs) take some technical inspiration

from cryptocurrencies but are anchored in traditional trust from rule of law and the
reputation of central banks

▶ What this paper highlights is that it is exactly the aspect of Bitcoin and
Nakamoto (2008) that is so innovative relative to traditional distributed databases
— the anonymous, decentralized trust — that is the source of its economic limits
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Part II: Directions for Research

▶ Topic 1: Potential Solutions to the Budish Problem
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Potential Solutions to the Budish (2025) Problem

▶ Is there a “solution” to Budish (2025)’s critique of Bitcoin and Nakamoto trust?

▶ Informally: is there a way to generate trust in a public dataset that has some of
the anonymity and decentralization aspects of Nakamoto while being significantly
less economically constrained by the arguments in this paper?

▶ Many responses to my paper are described in Appendix A (collected since it first
circulated in June 2018)

▶ The most promising responses combine blockchain-based trust with some external
source of trust support
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Ethereum Proof-of-Stake + “Slashing”

▶ In event of a double-spending attack (“finality reversion”): confiscate the
attacker’s stake (“slashing”).

▶ Takes advantage of two key differences versus Bitcoin proof-of-work

1. Capital is stake on-chain not ASICs off-chain (so capital is observable to the protocol
- like collateral)

2. Different consensus mechanism, based on Byzantine Fault Tolerance (BFT) –
roughly, all stake votes on all blocks.

▶ 1+2 =
▶ Attacker leaves proof-of-guilt (signs bad votes)
▶ Attacker’s capital can be confiscated (seized like collateral)
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Does Slashing Work?
▶ Recent work joint with Andrew Lewis-Pye and Tim Roughgarden
▶ Our formal question: is there a permissionless consensus protocol that is

“expensive to attack in the absence of collapse” (EAAC)?
▶ EAAC definition (informal): attacker loses their capital but honest participants are

not harmed.

▶ Our answers:
▶ No: if the consensus protocol is “fully permissionless” or “dynamically available”

(even in the synchronous communications model)
▶ No: in the partially synchronous communications model (even for permissioned

protocols)
▶ Yes! In the synchronous communications model, for quasi-permissionless consensus

protocols, if the attacker is bounded above by 2
3 of the total

▶ No again, if the attacker can be > 2
3 (Tas et al, 2023)

▶ Translation
▶ Ethereum slashing works up to a 2/3 attacker under assumptions about network

reliability. Above 2/3, then some external source of security is needed (e.g., law).
▶ Consensus protocols like Bitcoin’s cannot be EAAC (they are “fully permissionless”)
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Ethereum PoS: “Liveness” Attacks

Table: Cost of “Silence Attack” on Ethereum for Outside Attacker
Duration of Length of Inactivity ρ(X ) Share of Honest Stake Attacker Slashed Stake as Dollar Cost of Attack

Silence Attack in Epochs (X ) Needed for Attack (A∗) % of Total Honest Stake
1 Hour 10 0.9999 50.00% 0.00% $13 thousand
1 Day 225 0.9995 50.03% 0.03% $7 million

1 Week 1575 0.9756 51.25% 1.55% $388 million
1 Month 6750 0.6359 78.63% 33.98% $8.49 billion

Notes: An Epoch consists of 32 blocks (6.4 minutes). ρ(X) represents Ethereum’s slashing function for inactive stakes. It depicts the proportion of
an inactive stake that is remaining (not slashed) after X inactive epochs. A∗ is computed so that the attacker has at least 1/3 of the total stake
(inclusive of honest stakes) throughout the attack. The Attacker Slashed Stake computation accounts for the fact that the attacker’s stake will
continue to get slashed, at a declining rate, after the attacker’s inactivity period. The Dollar Cost of Attack is based on $25bn of value staked on
Ethereum, which is roughly the dollar value of stake as of Nov 7, 2022.
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Ethereum PoS + Slashing: Conclusion

▶ I conclude that Ethereum > Bitcoin in its response to Budish (2025) critique

▶ But that Ethereum is still reliant on external source of trust support for security.
▶ Both for double-spend attacks and liveness attacks

▶ Especially if Ethereum is used for large-stakes traditional financial applications
▶ (Vitalik Buterin to Ezra Klein: “... future where it’s just considered normal for there

to be trillion dollar assets that are managed on Ethereum”)
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Leshno et al “Stubborn Nakamoto” Protocol

▶ Leshno et al propose roughly the following modification to Nakamoto (2008):

▶ Assume that the global internet is reliable in the sense that any message sent
from one computer to another arrives within some finite time period ∆ (called the
“synchronous communications model”)

▶ Follow Nakamoto longest-chain as described above

▶ If a block A is part of the longest-chain, was observed at least 2∆ ago, and you
haven’t heard anything else that contradicts it: treat A as provisionally confirmed

▶ If a block A “...” 4∆ ago “...”: treat A as final
▶ If a block A′ is observed that contradicts finalized block A: ignore it
▶ If a block A′ is observed that contradicts provisionally confirmed block A : halt

▶ Given the communications assumption, there must be a bad actor.
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▶ Stubborn Nakamoto trades a consistency problem for a liveness problem

▶ Will never revert a finalized block. Once a block is finalized, a node ignores
anything that conflicts it, and knows that all other honest participants will do the
same.

▶ But: will grind to a permanent halt if an attacker inserts a conflicting block at an
opportune moment.

▶ Leshno et al argue that external-to-protocol sources of trust can be used to
“restart” the protocol in this case.
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Related Ideas and Approaches

▶ Idea of “Layer 2” protocols
▶ Concede that Bitcoin/Ethereum/etc. are intrinsically very expensive (“Layer 1”)
▶ Build applications that net to Bitcoin/Ethereum/etc. occasionally, but are also

partially anchored in traditional trust
▶ What does this combination accomplish?

▶ Related Q: Are there ways to tune the level of blockchain trust — and hence the
level of cost — to the nature of the transaction?

▶ Facebook’s Diem/Libra idea
▶ Instead of “trust Facebook”
▶ Assumption was roughly “trust 20 out of 28 large institutions”
▶ I genuinely like this idea (and think it was unfairly maligned because of where it

came from)
▶ But how should we think about it economically?



Overview of the Talk

Part I: Trust at Scale

Part II: Directions for Research

▶ Topic 1: Potential Solutions to the Budish Problem
▶ Topic 2: Blockchain and Traditional Finance
▶ Topic 3: Crypto as a Social and Financial Phenomenon
▶ Topic 4: Crypto Data for Finance Research
▶ Topic 5: Crypto and Political Economy

Conclusion



Blockchain and Traditional Finance

▶ Above, I described Ethereum’s response to Budish (2025) critique as roughly:
▶ “let’s do all we can decentralized, and only rely on external trust support when we

absolutely have to”

▶ Blockchain for traditional finance I see as coming at the issue from the opposite
direction
▶ Rule-of-law and real identities are table stakes for serious traditional finance
▶ Take inspiration from the data structure ideas in Nakamoto and the smart contracts

ideas in Ethereum and elsewhere, while maintaining rule-of-law, including
know-your-customer and anti-money-laundering
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Blockchain and Traditional Finance

▶ This raises a conceptual question

▶ Computer scientists unimpressed with “permissioned blockchain” / “distributed
ledger”
▶ “Just a database”
▶ Nothing intellectually new from a CS perspective

▶ The question: is there anything economically novel that emerges from this
particular form of database?
▶ Features: append-only, secure timestamps, appends pushed to all parties,

pre-specified permissions as to who can do what, etc.
▶ But with trust ultimately coming from traditional sources: rule of law, relationships,

reputations, etc.
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Blockchain and Traditional Finance

▶ Work in progress with Adi Sunderam

▶ We postulate a perfect blockchain data structure
▶ Protected by rule of law
▶ Not vulnerable to attack
▶ Programmable smart contracts
▶ Easy to use

▶ Then we ask: what might the potential social value of such a perfect data
structure be for traditional finance



Framework for Analyzing Gains from Idealized Data Structure for
Traditional Finance
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Three Ways an Idealized Blockchain Can Facilitate Cooperation



Blockchain and Traditional Finance

▶ We try to quantify potential gains from addressing:
1. Reduced real resource costs (ex: backoffice employees)
2. Improved balance sheet efficiency
3. Reduced intermediation rents

▶ Message: transactional inefficiencies are modest $.
▶ Intermediary rents are where the real $$$ are.

▶ (But also where the thorniest political economy is).

▶ New transactions enabled is the hardest to estimate
▶ Insight: high-value tx’s are already happening.
▶ But there might be a long tail of small surplus tx’s.
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▶ But there might be a long tail of small surplus tx’s.



Conceptual Question: Multi-Layered Trust

▶ Traditional trust is often “multi-layered”: law, reputations, relationships, brands,
collateral, technology, etc., often working together in the same transaction,
without even drawing much notice
▶ Ex: JPMorgan combination of reputation, collateral, laws
▶ Ex: local coffee shop (reputation, relational contracts, food safety laws)

▶ Q1: How do we model the production possibilities frontier for trust?

▶ Q2: Does permissionless consensus expand the frontier? Are there combinations
of permissionless consensus protocols + traditional sources of trust that are
superior to existing alternatives?
▶ Ex: Ethereum PoS with slashing to punish small attackers and rule-of-law to deter

large attackers.
▶ How does this compare to JPMorgan’s trust bundle?
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An Innovation I’d Like to See

1. Ethereum-style PoS with slashing (to make attacks < 2
3 expensive)

2. Explicit rule-of-law protection (for ≥ 2
3 attackers)

3. Ability for law enforcement to de-anonymize transactions with subpoena
4. To achieve 3, couldn’t be fully permissionless/anonymous. Would need to be at

least “gently permissioned” with identity verification as a requirement to
participate.

▶ Rationale: trade rule-of-law security against large attacks for the ability of the
legal system to be able to enforce its laws against ordinary crime. (Can’t have
your cake and eat it too.)

▶ This might be a superior “computer in the sky” architecture for general use and
might be an interesting architecture for finance specifically, to reduce
intermediation rents.
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Stablecoins

▶ Stablecoins are a special case of the “Blockchain for Traditional Finance” question

▶ Issue: cash leg of TradFi transactions usually quite efficient
▶ TradFi volume literally in the $quadrillions

▶ So for there to be large benefits they must come from either
▶ Reducing intermediary rents

▶ Ex: credit card tx fees – but what about Zelle/Venmo/etc?
▶ Enabling new kinds of transactions

▶ Possibly because of programmability (e.g., AI bot micropayments)
▶ Possibly illegal tx’s (e.g. online scams, “pig butchering”)
▶ Possibly “sympathetic” illegal tx’s (e.g., international remittances)
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Bubble Formation
▶ One specific topic: crypto seems a fascinating laboratory through which to study

bubbles

▶ Key observation here: it’s a bubble either way!
▶ Whether it persists or collapses!
▶ At least in the narrow sense of price >‌> NPV of cash flows

▶ Delong, Shleifer, Summers and Waldman (1990): noise traders follow
positive-feedback investment strategies (extended in Barberis et al, 2018)

▶ Shiller (2000): bubbles as a “naturally occurring Ponzi process”
▶ Barberis et al: “The fundamental psychological mechanisms of extrapolation

remain to be understood.”

▶ Crypto strikes me as an unusually good potential laboratory to find new data on
bubble formation
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The Bitcoin 64

Source: Blackburn et al., 2022, "Cooperation among an anonymous group protected Bitcoin during failures of decentralization"
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A Naturally-Occurring Ponzi Process? Plea for Data.

▶ One empirical pattern I bet would obtain if someone can find the data:
▶ In early years of crypto takeoff (2010-2016ish): investment inflows disproportionately

from wealthy, educated, high-tech zip codes (Ex: 94027, 02138)
▶ In peak-speculative-frenzy years of crypto takeoff (2017, 2020-2021): that is where

you will see comparatively more investment inflows from poorer, low-SES zip codes
(Ex: 60621)

▶ I bet certain kinds of institutional investors more likely to have inflows in 2017,
2020-2021ish
▶ Ex: at GS Digital Asset Conference (June, 2022), there seemed a lot of interest in

recruiting pension fund money

▶ And more traditional wealth managers likely to have inflows in 2024-2025ish
▶ Bitcoin ETFs in Jan 2024
▶ Trump election in Nov 2024
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Crypto Data for Finance Research

▶ My advice / sense of the research opportunity: Use crypto data to study questions
of interest to traditional finance

▶ Financial bubbles: as already discussed

▶ Financial regulation
▶ Read Andrew Ross Sorkin’s 1929
▶ Learn about the financial regulation that came after for US securities markets
▶ Study its absence in crypto markets

▶ Market microstructure
▶ MEV is HFT on steroids
▶ Publicness of on-chain trading data a goldmine for research
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The Core Policy Conundrum

▶ Anonymous trust strikes me as a real conundrum for policy makers and legal
theorists

▶ There are lots of implicit “legal puts” to the anonymous trust if you look around
▶ Ex: if an individual’s crypto wallet is stolen by a mugger -> they can call the cops
▶ Ex: if a financial institution gets double spent -> they can call the FBI

▶ So, honest users get some implicit legal protection

▶ Which enhances the value of the system
▶ Which provides more cover to black-market users

▶ Have your cake and eat it too: anonymous, decentralized trust — unless there is a
large attack, then call in the Feds
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The Core Policy Confusion: Stablecoins

▶ There is a huge distinction between stablecoin tx’s on permissionless versus
permissioned blockchains.

▶ Permissionless
▶ Intrinsically vulnerable to 51% attacks

▶ So need to be very cautious about integration with finance
▶ Intrinsically anonymous at the account level -> so good for illegal activity

▶ Pig butchering (Zeke Faux of Bloomberg reporting)
▶ Funding terrorist groups (WSJ reporting)

▶ Permissioned rails backed by rule of law do not have these issues

▶ Crazy that policy ignores the difference

▶ (N.B. there are some sympathetic use cases that take advantage of the anonymity
too. This creates tradeoffs that I would like to see researched).
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The Core Policy Confusion: Stablecoins

▶ An optimistic scenario
▶ Permissionless stablecoins put pressure on TradFi firms and regulators to improve

costs / reduce intermediary rents in the traditional, legal financial system

▶ A pessimistic scenario
▶ Criminals around the world now have a much more convenient alternative to

suitcases of $100-bills.
▶ Online scammers keep on pig butchering seniors
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Stablecoins: The Data So Far

Source: Artemis bottoms-up analysis of 33 stablecoin payments companies. Includes P2P, B2B, Card, B2C and Prefunding payments. Artemis’s methodology does not attempt to include DIY
on-chain payments (e.g., using a MetaMask wallet). $122B figure in the slide represents annualized run-rate based on most recent month of data ($10.2B in the month of Aug 2025). This number is
of the right order of magnitude when we look at the annualized run-rates of some of the largest stablecoin payments companies including Binance Pay, BVNK, Orbital and Conduit.



Stablecoins: The Data So Far

Source: Visa press release.
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Source: Federal Reserve Banks.



Stablecoins: The Data So Far

Source: McKinsey 2025 Global Payments Report.



Stablecoins and Politics
Binance Holdings of World Liberty Financial USD (USD1)

Wallet BNB Smart Chain Ethereum Solana Tron Total

Binance 28 1,098,981,057 – – – 1,098,981,057
Binance: Hot Wallet 20 605,152,926 659,503,932 – – 1,264,656,858
Binance 51 54,327,678 – – – 54,327,678
Binance: Hot Wallet 12 3,928,800 – – – 3,928,800
Binance: Withdrawals 7 3,668,123 – – – 3,668,123
Binance: Hot Wallet 13 3,558,843 – – – 3,558,843
Binance: Hot Wallet 16 2,997,789 – – – 2,997,789
Binance: Hot Wallet 11 2,703,702 – – – 2,703,702
Binance: Hot Wallet 10 2,330,046 – – – 2,330,046
Binance: Binance-Peg Tokens – 253,891,384 – – 253,891,384
Binance 14 – 36,343,588 – – 36,343,588
Binance Deposit – 20,000,000 – – 20,000,000
Binance 16 – 5,478,455 – – 5,478,455
Binance 15 – 4,322,053 – – 4,322,053
Binance 2 – – 18,812,424 – 18,812,424
Binance 3 – – 17,377,186 – 17,377,186

All Binance Wallets 1,777,648,964 979,539,412 36,189,609 – 2,793,377,985

All Non-Binance Holders 139,224,219 253,814,584 81,880,400 19,730,871 494,650,074

Current Total Supply of USD1 1,916,873,184 1,233,353,996 118,070,009 19,730,871 3,288,028,060

Source: Blockchain data from BNB Smart Chain, Ethereum, Solana and Tron, sourced from block explorer websites BscScan, Etherscan, Solscan and Tronscan,
respectively. Total Binance holdings calculated as a sum across all Binance wallets in the top 50 holders of USD1 on each blockchain, sourced from each website’s
top holders section for USD1. The websites indicate which addresses are Binance wallets using public tags associated with each address. Current total USD1 supply
for each blockchain sourced directly from each website’s overview section for USD1. Aggregate supply across all blockchains matches figures reported by Coinbase,
CoinMarketCap, and CoinGecko. Data accessed on January 2, 2026.
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Overall Conclusion

▶ Budish (2025): crypto trust in its pure form doesn’t work at scale.

▶ Crypto trust in combination with rule of law? Jury is still out.
▶ Lots of old-fashioned financial speculation (get your Blackrock ETFs on the NYSE

regulated by the SEC)
▶ Lots of interesting computer science (Eth slashing, stubborn Nakamoto)
▶ Lots of open conceptual questions (trust frontier)
▶ This is where the interesting innovation will be
▶ And a great area for research

▶ Crypto research
▶ Optimistic and supportive
▶ High-level advice: use crypto data / phenomena to study questions of broader
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▶ First, while there hasn’t been a majority attack of Bitcoin or another major
cryptocurrency yet, there have been a LOT of attacks of smaller cryptocurrencies,
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51% Attacks of Bitcoin and Ethereum Forks

Sources: Bitcoin Gold Forum, Bloomberg, CCN, Coinbase, CoinDesk, Cointelegraph, Decrypt, GitHub, Twitter, and https://dci.mit.edu/51-attacks. For a list of all articles consulted
with URLs please see the author’s website or the paper’s online appendix. For interpreting length of longest reorganization, note that for Bitcoin SV and Bitcoin Gold there are
typically 6 blocks per hour. For Ethereum Classic there are typically 275 blocks per hour. Amount Stolen is based on press reports of the dollar value stolen. Market cap data is
from CoinMarketCap. The market cap at the time of attack is based on the day prior to the date of attack.



Attacks of Crypto Financial Entities (I/III)

Sources: BitMart, Bloomberg, Chainalysis, Coinbase, CoinDesk, CoinMarketCap, Cointelegraph, Elliptic Inc, Forbes, Going Infinite by Michael Lewis, Kraken Blog, Mango Markets,
Medium Blog, Mixin Network, PolyNetwork, Reuters, The Verge, Twitter, Unchained Crypto, and WSJ. For a list of all articles consulted with URLs please see the author’s website
or the paper’s online appendix. Amount Stolen is based on press reports of the dollar value stolen where available or based on press reports of the amount of cryptocurrency stolen
converted into dollars using price data from CoinMarketCap.



Attacks of Crypto Financial Entities (II/III)

Sources: BitMart, Bloomberg, Chainalysis, Coinbase, CoinDesk, CoinMarketCap, Cointelegraph, Elliptic Inc, Forbes, Going Infinite by Michael Lewis, Kraken Blog, Mango Markets,
Medium Blog, Mixin Network, PolyNetwork, Reuters, The Verge, Twitter, Unchained Crypto, and WSJ. For a list of all articles consulted with URLs please see the author’s website
or the paper’s online appendix. Amount Stolen is based on press reports of the dollar value stolen where available or based on press reports of the amount of cryptocurrency stolen
converted into dollars using price data from CoinMarketCap.



Attacks of Crypto Financial Entities (III/III)

Sources: BitMart, Bloomberg, Chainalysis, Coinbase, CoinDesk, CoinMarketCap, Cointelegraph, Elliptic Inc, Forbes, Going Infinite by Michael Lewis, Kraken Blog, Mango Markets,
Medium Blog, Mixin Network, PolyNetwork, Reuters, The Verge, Twitter, Unchained Crypto, and WSJ. For a list of all articles consulted with URLs please see the author’s website
or the paper’s online appendix. Amount Stolen is based on press reports of the dollar value stolen where available or based on press reports of the amount of cryptocurrency stolen
converted into dollars using price data from CoinMarketCap.



Collapses of Crypto Financial Entities

Sources: BlockFi Blog, Bloomberg, Chainalysis, CoinDesk, Cointelegraph, Forbes, PR Newswire, Reuters, WSJ, and bankruptcy filings. For Celsius: the $19.1 billion figure is
Celsius’s balance sheet size as of August 13, 2021 based on an investment memorandum provided to the author and reported in the Wall Street Journal in June 2022; the $5.5 billion
figure is Celsius’s balance sheet size when it filed for bankruptcy. For FTX: the $8.9 billion figure is FTX’s customer assets at the time of its bankruptcy filing; the $32 billion is its
peak market valuation. For Three Arrows Capital: the $10 billion figure is based on reports of the hedge funds size as of March 2022 and the $3.4 billion figure is based on reports
of claims from creditors. For Mt. Gox: the $480 million figure is the reported value of customer Bitcoins reported lost by the exchange when it filed for bankruptcy. For a list of all
articles consulted with URLs please see the author’s website or the paper’s online appendix.
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The Bitcoin Community
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