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Tech Gadgets

Politicians want to ban bot-fueled online shopping.
Experts agree.
It's a good first step.

By Jack Morse  on November 30, 2021
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You have to start somewhere, even if that occasionally means right back at square one.

That seems to be the thinking of a coalition of U.S. lawmakers who, on Monday, reintroduced

proposed legislation seeking to prevent automated bot accounts from dominating online sales.

Dubbed the Stopping Grinch Bots Act, the measure aims to prevent what are in effect scalpers

for physical goods ahead of the holiday season.

ADVERTISEMENT

"New tools are needed to block cyber scammers who snap up supplies of popular toys and resell

them at astronomic prices," Senator Richard Blumenthal of Connecticut, one of the bill's four

Democratic sponsors, is quoted as saying in an accompanying press release.

And while the spirit of the Stopping Grinch Bots Act may be in the right place, as it was the first

time it was introduced in 2019 before dying in the House, experts who support the effort caution

that, without strong follow-through from officials like the Federal Trade Commission, it may not

be enough to combat a problem exemplified by sold-out Nintendo Switches and impossible-to-

score PS5s.

So observed John Breyault, the vice president of public policy, telecommunications, and fraud at

the consumer advocacy-focused National Consumers League, over email. Speaking of the similar

2016 Better Online Ticket Sales (BOTS) Act, which was signed into law by former President

Barack Obama and seeks to prevent automated ticket scalping, Breyault acknowledged the

difficult task of preventing bot-powered scalping and markups.
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"While both the BOTS Act and the Stopping Grinch Bots Acts are important consumer

protection bills, we would be the first to acknowledge that they aren't silver bullets to the bots

problem," he said. "Whether you're talking about the BOTS Act or the Stopping Grinch Bots Act,

their efficacy in addressing the bots problem is only as good as the resources devoted to

enforcing them."

Indeed, without proper enforcement mechanisms measures like the Stopping Grinch Bots Act

are destined to languish — that's assuming they even get signed into law in the first place. This

concern, highlighted by Breyault, is based on recent history.

Specifically, the Federal Trade Commission only announced its first BOTS Act-related

enforcement action in 2021. That case, which saw the FTC levy millions of dollars in fines

against automated ticket resellers, is specifically what the BOTS Act was designed for. That it

took years for the FTC to make such a move highlights the fact that the Stopping Grinch Bots

Act, like the BOTS Act before it, won't do anyone any good if the powers it grants are rarely, if

ever, used.

SEE ALSO: Twitter has started showing which accounts are run by bots 

Eric Budish, a professor of economics at the University of Chicago's Booth School of Business,

expressed a similar thought over email. Like the NCL, Budish, who in 2019 gave an FTC keynote

on the online tickets market, said he supports efforts like the Stopping Grinch Bots Acts and

emphasized the importance of action.
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"Bots harm consumers and undermine retailers' efforts to sell their product the way they want

to," he said. "I'm not a lawyer, but making a harmful practice illegal does seem like a useful step

on the way to curtailing it. Enforcement will also be key."

According to the office of Representative Paul D. Tonko (D-NY), the bill's sponsor in the House,

50 percent of all web traffic is generated by some form of bot.

Breyault, like Budish, emphasized that there's plenty more which needs to be done.

"As we have testified in the past, anti-bot legislation should be one part of a broader set of

reforms that increase transparency and accountability in the ticketing marketplace," he said.

In other words, stopping unscrupulous bot-armed scalpers from buying up sought-after goods is

something that will likely remain on many people's holiday wish list for years to come. But, with

the Stopping Grinch Bots Act, at least our elected officials have made that wish explicit.

ADVERTISEMENT

https://mashable.com/category/gadgets
https://mashable.com/article/google-highly-cited-label-misinformation-journalism
https://mashable.com/author/matt-binder
https://mashable.com/article/google-highly-cited-label-misinformation-journalism
https://mashable.com/article/samsung-right-to-repair-galaxy-devices
https://mashable.com/article/samsung-right-to-repair-galaxy-devices
https://tonko.house.gov/uploadedfiles/grinch_bots_fact_sheet.pdf
https://mashable.com/


3/31/22, 2:32 PM Officials once again try to ban bots from buying up online goods

https://mashable.com/article/stopping-grinch-bots-act-online-purchases 5/7

3 hours ago By Alex Perry

Google applies advanced AI to suicide prevention and
reducing graphic search results
03/30/2022 By Rachel Kraus

YouTube added 1,500 free movies, but good luck finding them
03/30/2022 By Amanda Yeo

Half-billion dollar DeFi hack goes unnoticed for almost a week
03/29/2022 By Jack Morse

Trending on Mashable

Yes, there are two different 'Wordle' answers today. Here's
why.
03/30/2022 By Cecily Mauran

https://mashable.com/author/aperry
https://mashable.com/article/samsung-right-to-repair-galaxy-devices
https://mashable.com/article/google-suicide-domestic-violence-ai-prevention
https://mashable.com/author/rachel-kraus
https://mashable.com/article/google-suicide-domestic-violence-ai-prevention
https://mashable.com/article/youtube-free-movies-tv-shows
https://mashable.com/author/amanda-yeo
https://mashable.com/article/youtube-free-movies-tv-shows
https://mashable.com/article/axie-infinity-ronin-retwork-defi-hack
https://mashable.com/author/jack-morse
https://mashable.com/article/axie-infinity-ronin-retwork-defi-hack
https://mashable.com/article/wordle-284-two-different-answers-explanation
https://mashable.com/author/cecilymauran
https://mashable.com/article/wordle-284-two-different-answers-explanation
https://mashable.com/video/hasan-minhaj-jimmy-fallon-uncomfortable
https://mashable.com/video/hasan-minhaj-jimmy-fallon-uncomfortable
https://mashable.com/


3/31/22, 2:32 PM Officials once again try to ban bots from buying up online goods

https://mashable.com/article/stopping-grinch-bots-act-online-purchases 6/7

Hasan Minhaj interview is basically 8 minutes of Jimmy Fallon
looking uncomfortable
9 hours ago By Sam Haysom

'Wordle' word today: Here's the answer for March 31
15 hours ago By Caitlin Welsh

Grab a lifetime license to Microsoft Office for just $80 and get
free training
10 hours ago By StackCommerce

'Wordle' word today: Here's the answer for March 30
03/30/2022 By Caitlin Welsh

The biggest stories of the day delivered to your inbox.

Email Address Subscribe

By signing up to the Mashable newsletter you agree to receive electronic communications from Mashable that may sometimes include
advertisements or sponsored content.

https://mashable.com/video/hasan-minhaj-jimmy-fallon-uncomfortable
https://mashable.com/author/sam-haysom
https://mashable.com/video/hasan-minhaj-jimmy-fallon-uncomfortable
https://mashable.com/article/wordle-today-answer-march-31
https://mashable.com/author/caitlin-welsh
https://mashable.com/article/wordle-today-answer-march-31
https://mashable.com/deals/march-31-microsoft-office-bundle
https://mashable.com/author/stackcommerce
https://mashable.com/deals/march-31-microsoft-office-bundle
https://mashable.com/article/wordle-today-answer-march-30
https://mashable.com/author/caitlin-welsh
https://mashable.com/article/wordle-today-answer-march-30
https://mashable.com/


3/31/22, 2:32 PM Officials once again try to ban bots from buying up online goods

https://mashable.com/article/stopping-grinch-bots-act-online-purchases 7/7

TECH

LIFE

SOCIAL GOOD

ENTERTAINMENT

About Mashable

Contact Us

We're Hiring

Newsletters

Sitemap

©2021 Mashable, Inc. All Rights Reserved.
Mashable, MashBash and Mashable House are among the federally registered trademarks of Ziff Davis, LLC and may not be used by third parties
without explicit permission.

About Ziff Davis

Privacy Policy

Terms of Use

Advertise

Accessibility

Do Not Sell My Personal Information

AdChoices

https://mashable.com/tech
https://mashable.com/life
https://mashable.com/category/social-good
https://mashable.com/entertainment
https://mashable.com/mashable-staff-masthead
https://mashable.com/contact-us
https://www.j2global.com/careers/jobs/?brand=Mashable
https://mashable.com/newsletters
https://mashable.com/sitemap
https://www.facebook.com/mashable/
https://twitter.com/mashable
http://instagram.com/Mashable
https://www.youtube.com/user/mashable
https://www.pinterest.com/mashable/
https://www.tiktok.com/@mashable
https://flipboard.com/@Mashable
https://www.linkedin.com/company/mashable
https://mashable.com/feeds/rss/all
https://www.ziffdavis.com/contact-us
https://www.ziffdavis.com/privacy-policy
https://www.ziffdavis.com/terms-of-use
https://ziffmedia.com/
https://www.ziffdavis.com/accessibility
https://mashable.com/ccpa
https://www.bbb.org/us/ny/new-york/profile/digital-media/ziff-davis-llc-0121-531/#sealclick
https://mashable.com/

