Sources for Tables in Appendix C: 51% Attacks, Crypto Thefts and
Crypto Collapses to Date

Sources for Table C.1: 51% Attacks of Bitcoin and Ethereum Forks

Bitcoin SV

Bloomberg, August 4 2021, “Crypto Coin Bitcoin SV Appears to Have Faced a ‘51% Attack’”, Joanna
Ossinger, https://www.bloomberg.com/news/articles/2021-08-04/crypto-coin-bitcoin-sv-appears-to-
have-suffered-a-51-attack. [Date of Attack]

Cointelegraph, August 7 2021, “Bitcoin SV Rocked by Three 51% Attacks in as Many Months,” Osato
Avan-Nomayo, https://cointelegraph.com/news/bitcoin-sv-rocked-by-three-51-attacks-in-as-many-
months. [Date of Attack]

Forbes, August 4 2021, “Bitcoin Fork Suffers ‘Massive’ 51% Attack in Attempt to ‘Destroy’ the
Cryptocurrency, Sending Its Price Sharply Lower”, Billy Bambrough.
https://www.forbes.com/sites/billybambrough/2021/08/04/bitcoin-fork-suffers-massive-51-attack-
in-attempt-to-destroy-the-cryptocurrency-sending-its-price-sharply-lower/?sh=7b8fc19248f7.
[Additional Information)

Bitcoin Cash ABC (BCHA)

Decrypt, November 28 2020, “Bitcoin Cash Rebels Launch 51% Attack to Destroy BCH Hard Fork™, Ekin
Geng, https://decrypt.co/49819/bitcoin-cash-rebels-launch-51-attack-to-destroy-bch-hard-fork.
[Date of Attack]

Twitter, @VitalikButerin, November 27, 2020, “Mining pool 51% attacks BCHA seemingly with the
explicit goal of destroying it...”, https:/twitter.com/VitalikButerin/status/1332554781466845184.
[Additional Information)

Ethereum Classic

Bloomberg, January 7 2019, “Cryptocurrency Ethereum Classic Software Remains Under Siege”, Olga
Kharif, https://www.bloomberg.com/news/articles/2019-01-08/ethereum-classic-movements-
halted-by-coinbase-on-signs-of-attack. [Amount Stolen|)

Coinbase, January 7 2019, “Deep Chain Reorganization Detected on Ethereum Classic (ETC)”,
https://www.coinbase.com/blog/deep-chain-reorganization-detected-on-ethereum-classic-ctc. [Date
of Attack, Amount Stolen, Length of Reorganization]
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CoinDesk, August 1 2020, “Ethereum Classic Suffers Reorganization That Resembles 51% Attack Amid
Miner Complications”, Zack Voell, https://www.coindesk.com/markets/2020/08/01/ethereum-
classic-suffers-reorganization-that-resembles-5 1 -attack-amid-miner-complications. [Date of Attack,
Length of Reorganization)]

CoinDesk, August 6 2020, “Ethereum Classic Suffers Second 51% Attack in a Week™, Sebastian Sinclair,
https://www.coindesk.com/tech/2020/08/06/ethereum-classic-suffers-second-51-attack-in-a-week.
[Date of Attack, Amount Stolen]

CoinDesk, August 7 2020, “Ethereum Classic Attacker Successfully Double-Spends $1.68M in Second
Attack: Report”, Zack Voell,, retrieved October 2, 2022 from https://web.archive.org/web/
2022100200471 5/https://www.coindesk.com/markets/2020/08/07/ethereum-classic-attacker-
successfully-double-spends-168m-in-second-attack-report. [Date of Attack, Amount Stolen, Length
of Reorganization]

CoinDesk, August 29 2020, “Ethereum Classic Hit by Third 51% Attack in a Month”, Zack Voell,
https://www.coindesk.com/markets/2020/08/29/ethereum-classic-hit-by-third-5 1 -attack-in-a-
month. [Date of Attack, Length of Reorganization)

Twitter, @eth_classic, August 29 2020, “While ETC is still making progress in evaluating proposed
solutions...”, retrieved Mar 16, 2022 from https://web.archive.org/web/
20220316190225/https://twitter.com/eth_classic/status/1299824170260340737. [Date of Attack,

Length of Reorganization]

Bitcoin Gold

Bitcoin Gold Forum, @MentalNomad, May 18 2018, “An unknown party with access to very large amounts
of hashpower is trying to use ‘51% attacks’ to perform ‘double spend’ attacks...”, retrieved August
15,2022 from https://web.archive.org/web/20220815001049/https://forum.bitcoingold.org/t/double-
spend-attacks-on-exchanges/1362. [Additional Information)

CCN, March 4 2018, “Bitcoin Gold Hit by Double Spend Attack, Exchanges Lose Millions”, Josiah
Wilmoth, https://www.ccn.com/bitcoin-gold-hit-by-double-spend-attack-exchanges-lose-millions
[Date of Attack, Amount Stolen, Length of Reorganization)

Cointelegraph, September 4 2018, “Bittrex to Delist Bitcoin Gold by Mid-September, Following $18
Million Hack of BTG in May”, Helen Partz, https://cointelegraph.com/news/bittrex-to-delist-bitcoin-
gold-by-mid-september-following-18-million-hack-of-btg-in-may. [Amount Stolen)

GitHub, James Lovejoy, January 24 2020, “Bitcoin Gold (BTG) Was 51% Attacked”,.
https://gist.eithub.com/metalicjames/71321570a105940529¢709651d0a9765#file-btg-attacks-md.
[Date of Attack, Amount Stolen, Length of Reorganization)
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Sources for Table C.2: Attacks of Crypto Financial Entities

Poloniex

Wall Street Journal, November 10 2023, “Crypto Exchange Poloniex Hacked for More than $120 Million”,
Alexander Osipovich, https://www.wsj.com/livecoverage/stock-market-today-dow-jones-11-10-
2023/card/crypto-exchange-poloniex-hacked-for-more-than-120-million-
qillOKyHGxBCEQzRz020. [Date of Attack, Type of Business, Amount Stolen)|

Mixin Network

Cointelegraph, September 27 2023, “Mixin Network Offers $20M Bug Bounty to Hackers in $200M
Hack”, Prashant Jha, https://cointelegraph.com/news/mixin-network-offers-20-m-bug-bounty-200-
m-hack. [Date of Attack, Amount Stolen, Attack Vector]

Mixin Network, Mixin Developers, 2023, “Overview”, retrieved November 29, 2023 from
https://developers.mixin.one/docs/mainnet/mtg/overview. [Type of Business)

Multichain

Bloomberg, July 7 2023, “Mystery $120 Million Outflow Hits Crypto Bridge Multichain Whose CEO is
Missing”, Sidhartha Shukla, https:/www.bloomberg.com/news/articles/2023-07-07/mystery-120-
million-outflow-hits-crypto-bridge-multichain-whose-ceo-is-missing. [Type of Business, Amount
Stolen]

Chainalysis, July 10 2023, “Multichain Protocol Experiences Mysterious Withdrawals, Suggesting Multi-
Million Dollar Hack or Rug Pull”, https://www.chainalysis.com/blog/multichain-exploit-july-2023.
[Date of Attack, Amount Stolen, Attack Vector]

CoinMarketCap, 2023, “Multichain Hack Is a Possible ‘Rug Pull,” A Further $103M Drained”, Hope C,
https://coinmarketcap.com/academy/article/multichain-hack-is-a-possible-%22rug-pull%22-a-
further-dollar103m-drained. [Additional Information]

Twitter, @BeosinAlert, July 10 2023, “Another $103M has been transferred from #MultiChain to the
Ox1eed63etba5t81d95bfe37d82¢8e736b974f477b address...”, https://twitter.com/
BeosinAlert/status/1678617665735385089. [Date of Attack, Amount Stolen, Attack Vector|

Unchained Crypto, July 6 2023, “Hack or Rugpull? Multichain Sees $126 Million ‘Abnormal’ Outflows”,
Samyuktha Sriram, https://unchainedcrypto.com/hack-or-rugpull-multichain-sees-126-million-
abnormal-outflows. [Attack Vector]
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Euler Finance

Bloomberg, March 13 2023, “DeFi Lender Euler Finance Hit by $197 Million Hack, Experts Say”, Emily
Nicolle and Sidhartha Shukla, https://www.bloomberg.com/news/articles/2023-03-13/defi-s-euler-
finance-hit-by-197-million-hack-experts-say. [Date of Attack, Type of Business, Amount Stolen,
Attack Vector|

Chainalysis, March 15 2023, “$197 Million Stolen: Euler Finance Flash Loan Attack Explained”,
https://blog.chainalysis.com/reports/euler-finance-flash-loan-attack. [Date of Attack, Type of
Business, Amount Stolen, Attack Vector]

FTX

Forbes, November 11 2022, “FTX Hacker Moved Nearly $200 Million of Ether to Different Wallets”, Nina
Bambysheva, https://www.forbes.com/sites/ninabambysheva/2022/11/21/ftx-hacker-moved-nearly-
200-million-of-ether-to-different-wallets/?sh=1df31d684967. [Date of Attack, Type of Business,
Amount Stolen, Attack Vector|

Lewis, Michael, 2023. Going Infinite: The Rise and Fall of a New Tycoon, pgs. 228-29, W. W. Norton &
Company. [Date of Attack, Amount Stolen, Attack Vector|

Mango Markets

Bloomberg, October 15 2022, “Hacker Gets $50 Million in Heist of DeFi’s Mano”, Olga Kharif,
https://www.bloomberg.com/news/articles/2022-10-15/crypto-crime-pays-hacker-of-defi-s-mango-
gets-50-million. [Amount Stolen, Attack Vector]

CoinDesk, October 20 2022, “DeFi Exchange Mango’s $114M Exploit Was ‘Market Manipulation,” Not a
Hack, Ex-FBI Special Agent Says”, Fran Velasquez, https://www.coindesk.com/tech/2022/10/20/
defi-exchange-mangos-114m-exploit-was-market-manipulation-not-a-hack-ex-fbi-special-agent-
says. [Type of Business, Amount Stolen, Attack Vector)

Mango Markets, “Overview”, retrieved February 24, 2023 from https://docs.mango.markets. [Type of
Business]

Twitter, @mangomarkets, October 11 2022, “The net value extracted by the account was around $100
million ...”, https:/twitter.com/mangomarkets/status/1580053215919607810. [Date of Attack,
Amount Stolen, Attack Vector|

BNB Chain

Bloomberg, October 6 2022, “A $568 million Hack of Binance Coin Roils Crypto Sector Anew”, Olga
Kharif and Sidhartha Shukla, https://www.bloomberg.com/news/articles/2022-10-06/bnb-chain-
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https://www.bloomberg.com/news/articles/2022-10-06/bnb-chain-says-bsc-temporarily-paused-on-irregular-activity?sref=OlHJrDFy&leadSource=uverify%20wall

says-bsc-temporarily-paused-on-irregular-activity?sref=OlHJrDFy. [Date of Attack, Type of
Business, Amount Stolen|

Medium Blog, Beosin, October 9 2022, “How Did the BNB Chain Exploiter Pass IAVL Proof Verification?
— An In-depth Analysis by Beosin”, https://medium.com/@Beosin_com/how-did-the-bnb-chain-
exploiter-pass-iavl-proof-verification-an-in-depth-analysis-by-beosin-c925b77bc13e. [Attack
Vector]

Wintermute

CoinDesk, September 20 2022, “Crypto Market Maker Wintermute Hacked for $160M, OTC Services
Unaffected”, Oliver Knight, https://www.coindesk.com/business/2022/09/20/crypto-market-maker-
wintermute-hacked-for-160m-says-ceo. |[Additional Information]

Cointelegraph, September 20 2022, “$160M Stolen From Crypto Market Maker Wintermute”, Joseph Hall,
https://cointelegraph.com/news/160-million-stolen-from-crypto-market-maker-wintermute. [Date of
Attack, Type of Business, Amount Stolen, Attack Vector|

Nomad

CoinDesk, August 2 2022, “Here’s How $200M in Crypto Was Drained from Nomad Protocol, According
to a Security Expert”, Fran Velasquez, https://www.coindesk.com/business/2022/08/02/heres-how-
200m-in-crypto-was-drained-from-nomad-protocol-according-to-a-security-expert. [Type of
Business, Attack Vector]

Wall Street Journal, August 2 2022, “Crypto Hackers Stole $190 Million in ‘Frenzied Mob Attack’”, Vicky
Ge Huang, https://www.wsj.com/livecoverage/stock-market-news-today-08-02-2022/card/crypto-
hackers-stole-190-million-in-frenzied-mob-attack--EBfOTCteOuu50vYDAoaC. [Date of Attack,
Type of Business, Amount Stolen, Attack Vector|

Horizon Bridge

Bloomberg, June 29 2022, “North Korean Hackers Suspected in $100 Million Harmony Heist”, Margi
Murphy, https://www.bloomberg.com/news/articles/2022-06-29/north-korean-hackers-suspected-
in-100-million-harmony-heist. [Type of Business, Amount Stolen, Attack Vector]

Medium Blog, Matthew Barett, June 23 2022, “Harmony’s Horizon Bridge Hack”, https://medium.com/
harmony-one/harmonys-horizon-bridge-hack-1e8d283b6d66. [Date of Attack, Amount Stolen,
Attack Vector]

Twitter, @harmonyprotocol, June 23 2022, “The Harmony team has identified a theft occurring this
morning on the Horizon bridge...”, https://twitter.com/harmonyprotocol/status/
1540110924400324608. [Date of Attack, Amount Stolen]
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Beanstalk farms

Bloomberg, April 18 2022, “DeFi Project Beanstalk Loses $182 Million in Flash Loan Attack”, Sidhartha
Shukla, https://www.bloomberg.com/news/articles/2022-04-18/defi-project-beanstalk-loses-182-
million-in-flash-loan-attack. [ Type of Business, Amount Stolen, Attack Vector]

Wall Street Journal, April 22 2022, “Crypto Thieves Get Bolder by the Heist, Stealing Record Amounts”,
Paul Vigna, https://www.ws].com/articles/crypto-thieves-get-bolder-by-the-heist-stealing-record-
amounts. [Date of Attack, Type of Business, Amount Stolen, Attack Vector]

Ronin Network

CoinDesk, March 29 2022, “Axie Infinity’s Ronin Network Suffers $625M Exploit”, Andrew Thurman,
https://www.coindesk.com/tech/2022/03/29/axie-infinitys-ronin-network-suffers-625m-exploit.
[Date of Attack, Amount Stolen, Attack Vector]

CoinDesk, April 5 2022, “Ronin Attack Shows Cross-Chain Crypto is a ‘Bridge’ Too Far”, Sam Kessler
and Sage D. Young, https://www.coindesk.com/layer2/2022/04/05/ronin-attack-shows-cross-chain-
crypto-is-a-bridge-too-far. [Type of Business, Amount Stolen]

Wormbhole

Bloomberg, 2022, February 2 2022, “DeFi Project Known as Wormhole Hit with a Potential $320 Million
Hack”, Olga Kharif and Yueqi Yang, https://www.bloomberg.com/news/articles/2022-02-
02/blockchain-bridge-wormhole-hit-with-potential-315-million-hack. [Type of Business, Amount
Stolen]

The Verge, February 3 2022, “Wormhole Cryptocurrency Platform Hacked for $325 Million After Error on
Github”, Corin Faife, https:/www.theverge.com/2022/2/3/22916111/wormhole-hack-github-error-
325-million-theft-ethereum-solana. [Date of Attack, Type of Business, Amount Stolen, Attack
Vector]

Qubit Finance

Bloomberg, January 28 2022, “Hackers Seize $80 Million From Qubit in Latest DeFi Attack”, Akayla
Gardner, https://www.bloomberg.com/news/articles/2022-01-28/hackers-seize-80-million-from-
qubit-in-lastest-defi-attack. [Date of Attack, Type of Business, Amount Stolen, Attack Vector]

Cointelegraph, January 28 2022, “Qubit Finance Suffers $80 Million Loss Following Hack”, Arnold
Kirimi, https://cointelegraph.com/news/qubit-finance-suffers-80-million-loss-following-hack. [Date
of Attack, Type of Business, Amount Stolen, Attack Vector]
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